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ENSafrica privacy in brief 
 

issue 5 | ENSafrica’s newsworthy stories on data privacy and compliance. 
  

feature article   
  

Our legends; their privacy 

The Rugby World Cup win and the fervour which surrounds this glorious win remain fresh in almost every 

corner of South African society. Not only did this magnificent achievement demonstrate the effect of sound 

leadership on the nation’s success, it also created a group of individuals who will forever be regarded as 

legends to South African society and to rugby fans worldwide. Being a legend, however, does come at some 

cost, and for sports stars it raises multiple questions around the demand to feed the passion of fans and a 

demanding media versus the individual legend’s right to privacy. In this week’s feature article, we touch on 

some of the issues that sports stars and their teams need to consider from a privacy law perspective. 

Being a celebrity sports star is not an open sesame for individuals and companies to violate the privacy rights 

of sports stars. While media scrutiny of sports stars has always been prevalent, and while legislation like the 

Protection of Personal Information Act, 2013 (“POPIA”) has certain exceptions which generally do not 

constrain the media from processing personal information of data subjects, in a world being increasingly 

driven by data and technology, the privacy concerns of sports stars continue to increase. Some of the concerns 

arise from: 

 eager fans posting all types of personal information of sports stars on social media or other channels;  

 misappropriation of the name or likeness of the sports star: players are increasingly becoming 
concerned about third parties using their name and/or image without consent, either for commercial 
purposes or for creating fake social media accounts;  

 use of virtual reality technology during live games, which allows fans to have a multi-sensory 
experience often from the actual player’s perspective. This raises multiple concerns for the player 
from a privacy perspective;  

 the use of wearable technology to track the sports star’s performance; the data from such devices is 
often made available by sports organisations to third parties such as broadcasters, gaming 
companies, betting organisations and even fans, usually without the consent of the sports star;  

 the transfer of players from one club to another raises the issue of what happens to data of the 
player (including health data) collected by the current club. Can it be transferred to the new club 
either at a separate cost or as part of the transfer fee? Will consent of the sport star be required 
before such transfer of data occurs?;  

 data theft, especially in circumstances where sport clubs are lax in their cybersecurity initiatives;  

 post theft of data, the sale of personal information to tabloids or competing teams or even 
scammers;  



 

 harassment, stalking or even slander through social media accounts of sports stars or their clubs; and  

 sports clubs sharing too much information with the media, fans or on social media pages.  

This list of concerns to sports stars and their clubs is not exhaustive. For sports clubs or organisations, agents 

and even sports stars, it is essential that the right to privacy and the application of privacy laws are given 

priority especially as sport becomes increasingly intertwined with technology and data. After all, it is doubtful 

that many will argue against our legends being afforded their basic right to protection of their privacy.  

The concerns of sports fans including attendees at games is a topic for a separate article but the risk to fans 

has likewise increased considerably through the use of technology such as VAR (video assistant referee), the 

increasing televising of sports events and social media. We will deal with this topic in a future edition. For 

now, enjoy the win! 

  

POPIA in brief  
  

Condition 5: information quality 

A responsible party must take reasonably practicable steps to ensure that personal information is complete, 

accurate, not misleading and updated where necessary taking into account the purpose for which such 

information was collected. 

GDPR: article 5(1)(d) 

Personal data must be accurate and, where necessary, kept up to date; every reasonable step must be taken 

to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, 

are erased or rectified without delay (the ‘accuracy’ principle).  

  

ENSpired (compliance) tip of 
the week  

 

  

Make it easy for data subjects (including customers, suppliers and employees) to update their information and 

have procedures in place to action correction of data requests. Deal appropriately with emails/mails that are 

returned undelivered and incorrect phone numbers on your records.  
  

case spotlight   
  

Credit bureaus beware! 

In Smeaton v Equifax Plc [2012] EWHC 2322, the UK court held that a credit reference agency, which 

inaccurately recorded Mr Smeaton as being bankrupt for over 5 years, was in breach of the Data Protection 



 

Act (UK), 1998, entitling him to statutory compensation under that Act. Significantly, the court also found that 

the credit reference agency had a common-law duty of care towards Mr Smeaton and had breached that duty 

by failing to take reasonable care. The Court of Appeal in Smeaton v Equifax Plc [2013] EWCA Civ 108 held that 

while there is no absolute obligation to maintain the accuracy of personal data, it is necessary to take 

reasonable steps to keep it up to date.  

In 2006, the French data protection authority imposed a fine of EUR45 000 on Crédit Lyonnais as a result of 

claims filed by clients whose names had been incorrectly included in its consumer credit reimbursement files 

and, consequently, in those of the Banque de France. It also ordered that details of the fine be published in 

two major French business newspapers. 

  

cybersecurity  
  

Cyber security awareness training 

Cybersecurity is not only a technology problem, at its heart, it’s a people problem. Organisations can spend 

millions of rands on state-of-the-art cybersecurity technologies but it would all count for nought if an attacker 

can gain access to data assets by simply targeting an employee who has not had cyber security training.  

  

The most important line of defence for organisations against cybersecurity breaches is a strong culture of 

awareness and training which should be enforced within the organisation. Attackers know that the easiest 

way to infiltrate an organisation is simply to target the people within an organisation. If one thinks that 

hackers only target employees online, consider the real life example of the dropping of a USB stick in a parking 

lot and the consequent breach of cybersecurity (see our previous editions of privacy in brief for more 

information). 

A good cybersecurity awareness training program should include content on core security topics such as the 

use of email, common scams, internet and social media, social engineering scams, malware, disposal of 

information and use of mobile devices. It should also extend to training on the upcoming cybercrimes 

legislation. It is important that the cybersecurity awareness training is ongoing and reinforced through regular 

reminders, posters and emails, mock simulations of cybersecurity breaches and other practical interventions.  

It is estimated that 95% of cyber security breaches are due to human error and, although cybersecurity 

awareness training is another grudge cost for an organisation, the lack in investment may end up being more 

costly in the long run, especially as hackers often target the weakest link. By taking cybersecurity seriously, 

organisations can mitigate the risk of data breaches and the resulting damage. Our experts can assist in 

putting in place an educational and entertaining training and awareness programme for your organisation.  

  

what? why?  
  



 

PAIA Manual 

The Promotion of Access to Information Act, 2000 ("PAIA"), as read with its regulations, is a piece of legislation 

whose purpose is to promote a society that enables persons who seek to enforce their rights, the ability to 

gather information that is required to enable them to do so. The general concern is that people may not 

always know how to go about accessing such information. As such, PAIA seeks to address this problem by 

stipulating that all private and public bodies must have, and make available to the public, a manual which sets 

out how information can be requested. 

While the requirement to have a PAIA Manual has been around for almost 19 years, POPIA places a 

mandatory duty on the Information Officer to ensure that a PAIA Manual is drafted and made available at the 

controlling body of the private body/head office of the public body, and on its website (if available). 

Depending on whether the organisation is a private or public body, additional requirements may have to be 

complied with. 

A PAIA manual must contain the following: 

• contact details of the information officer of the body; 

• details of the categories of records that are automatically available without a request;  

• sufficient detail to facilitate a request for access to a record of the body; 

• a description of the subjects on which the body holds records and the categories of records held on each 

subject; and 

• such other information as may be prescribed. 

If the entity is a private body, in addition to the above, the PAIA manual must also contain a description of the 

records which are available in accordance with any other legislation. 

If it is a public body, the PAIA manual must also contain:  

• a description of its structure and functions of the public body; 

• a description of the services available to the public and how to gain access to those services;  

• a description of any arrangement/provision for a person (other than a public body) by consultation, making 

representations or otherwise, to participate in or influence the formulation of policy or the exercise of powers 

or performance of duties by the body; and 

• a description of all remedies available in respect of an act or a failure to act by the body. 

POPIA amends PAIA in certain respects, which amendments will only be in effect once POPIA is fully in force. 

These amendments include, amongst others: 

• substitution of the Human Rights Commission with the Information Regulator as the body tasked with 

ensuring compliance and its responsibilities;  

• the details of what a PAIA manual should contain (including further details as contained in POPIA);  

• obligation to provide reports to the Information Regulator; 

• prescribed forms for requesting access, correction or deletion of records; and 

• how to log complaints. 



 

Failure to comply with the obligations regarding a PAIA manual constitutes an offence. The head of the public 

body/information officer of the private body on conviction is liable to a fine or imprisonment of up to 2 years.  

  

data commercialisation  
  

Data Protection and Cybersecurity in M&A Transactions (Part 2 of 4) 

In last week’s edition, we discussed the Marriott fine and illustrated just how critical it is for parties and their 

advisors engaging in M&A transactions to be cognisant of the risks posed by not interrogating data privacy 

compliance and cybersecurity as part of due diligence. In this week’s edition, we focus on data protection and 

cybersecurity as the subject matter of due diligence efforts. As with any due diligence effort, asking the right 

questions when engaging in M&A activity is critical in order to assess the risks and the value of a business. In a 

world where every organisation is dependent on technology and dependent on data in one form or another, 

the value of data is such that many consider it to be an asset of the company. For purchasers and their 

advisors, omitting data protection and cybersecurity as a separate and distinct subject of due diligence is 

simply no longer an option; it is core to the value of the business being acquired and it is critical that the risk 

posed be thoroughly assessed. 

From a data privacy and cybersecurity perspective there are a number of enquiries that need to be specifically 

made by the purchaser as a separate topic of the due diligence exercise. Where the motivation of an 

acquisition is to acquire the target company’s data (eg, marketing lists, consumer lists, health data, etc), the 

level of this due diligence needs to be even greater.  

Generally, some of the due diligence enquiries to be made by the purchaser include:  

• the level of compliance of the target with privacy laws; is the target compliant at all? Has it embarked on any 

compliance programmes? Has it been successful? 

• what is the level of cybersecurity in the target? Have employees been trained sufficiently? 

• what policies and procedures does the target have in place for compliance with data privacy laws?  

• does the target have requisite consents in place where required? If not, is the target ab le to rely on any of 

the exceptions for obtaining consent? 

• to what extent has the information officer fulfilled his/her duties? 

• has the target suffered any data breaches? Have these been remediated? Have the relevant authorities been 

notified? Have data subjects been notified? What has been the cost of the breach (both direct and indirect)?  

• has the target made any mandatory notifications to law enforcement or regulators?  

• how does the target treat, protect and regulate data in the cloud? 

• how is consumer data treated? 

• how is healthcare data treated? 

• how does the target process special personal information like race, health and biometric information?  

• does the target process children’s information?  



 

• is personal information being processed outside of the borders of the country? 

The list above merely gives a feel for some of the risk areas to be interrogated as a separate and distinct 

component of a due diligence on the target. A more detailed, comprehensive due diligence list is available on 

request. Please contact us should you require such list or if you require our specialist data privacy and 

cybersecurity law experts to conduct this due diligence on your behalf.  

In next week’s edition, we focus on data protection during the due diligence phase, from inception of 

transaction at NDA phase until closing, and we touch on some of the steps, documentation and rules of 

disclosure of personal information in a world where data privacy is increasingly regulated. 

  

ENSide Africa  
  

Burkina Faso 

Burkina Faso, enacted Law no. 010-2004 on the Protection of Personal Data in 2004 (“the Act”). The Act 

applies to the processing of personal information of natural persons by both private and public sectors.  

The Act makes provision for a “information regulator” who is responsible for enforcement of the act. 

However, there is no obligation to appoint an “information officer” or give notice in the event of a data 

security breach. 

  

strange times   
  

What happened to the FaceApp drama? 

You may recall the hype, if not hysteria, around privacy concerns associated with the viral application 

FaceApp. FaceApp uses artificial intelligence tools to alter a person’s facial image so as to portray either an 

older, younger or opposite sex version of the person. It is important to bear in mind that a person’s facial 

image falls within the ambit of personal information, and will also likely be considered to fall within the 

definition of special personal information, as the biometric markers on a photograph may be categorised as 

biometric information. 

The backlash against FaceApp appears to have arisen from the following issues:  

1. claims that the app immediately uploads users’ entire camera rolls without consent;  

2. uncertainty as to whether users’ photos are being uploaded to a remote server; and  

3. broad and concerning license rights being given by the FaceApp user to the FaceApp publisher to content in 

images uploaded to the app. 

The first two claims were vehemently denied by FaceApp. In their response, FaceApp confirmed that most of 

the processing needed to power its app’s beautifying/gender-bending/age-accelerating/-defying effects are 



 

done in the cloud. FaceApp also specified that it “might” store the photos users have chosen to upload in the 

cloud for a short period, claiming that this is done for “performance and traffic” – for example, to make sure 

that a user doesn’t repeatedly upload the same photo to carry out another edit, clarifying that “most images” 

are deleted from our servers within 48 hours from the upload date. 

This brings us to what appeared to be the real reason for the sudden hysteria – the app was developed by a 

Russian tech start up. Users (or perhaps governments inspiring concern in users?) were of the belief that their 

data was being transferred and stored in Russia. This could of course be a valid basis for concern in light of the 

numerous claims surrounding Russian troll farms and the alleged influence over electoral processes. Of 

course, other apps gather far more data on their users and one wonders if all the hype was really rational in 

light of that fact. 

Ultimately the FaceApp drama simmered down and we will most likely be faced with another outcry in respect 

of a different app in due course. This demonstrates to any app or website owner the importance of having a 

clearly articulated and defined privacy policy, which will limit the speculation around the possible types of 

personal information gathered and how it will be processed. From the perspective of the consumer, this 

shows the importance of reading the terms and always remembering the adage; when something is free and 

most especially when it is enticing (think online quizzes telling you which Friends character you are), you are 

the commodity. This does not mean avoid all fun online, this just means beware of what you download and 

agree to. 

  

in the news  
  

Austria: The Austrian Data Protection Authority (“Austrian DPA”) issued an EUR18-million fine against 

Österreichische Post AG (the postal service in Austria) for alleged violations of the GDPR. The Austrian DPA 

issued the fine to the postal service for processing the political opinions of the data subjects without consent 

and further processing certain data for direct marketing purposes. 

Adobe: Adobe exposed customer details of about 7.5 million accounts via a misconfigured database. The 

exposed information was not particularly sensitive but according to some experts may be used by scammers in 

targeted phishing attacks. 

Facebook: The State of California has announced that is has been investigating Facebook for its privacy 

practices since spring 2018. The Attorney General has made this announcement because Facebook has not 

been responsive to its investigation requests. 

  

upcoming events   
  



 

Please join the ENSafrica team at the upcoming AfricaTech/AfricaCom Conference in Cape Town. We will be at 

our dedicated Exhibition Stand, Fin14, CTICC2 from 12-14 November 2019. Take the time to speak to our 

experts on data privacy issues, 4IR, Fintech, technology outsourcing and cloud computing or just pop by for a 

chat. 
  

our services   
  

ENSafrica has a highly specialized team of privacy and cybersecurity lawyers with deep expertise and 
experience in assisting clients with all aspects of POPIA compliance, GDPR assistance, cybersecurity and 
insurance, and data commercialisation. Our unique services includes the provision of a POPIA Toolkit, which 
contains data protection policies and other documentation which can be tailor-made for your organisation 

and help fast track your organisation’s POPIA compliance journey. We also provide training on awareness 
initiatives, risk assessments, privacy impact assessments, policy and procedure implementation, and also 
provide a helpful service to Information Officers requiring support in implementing POPIA. 
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